[Ipunoxenne Ne 1 x npukazy
I'bY JHP «JIPYHB»

OT LA 5" ZHz8 Ne 45 "f

[TOJIMTHKA
I'bY IHP « IPYHB» B oTHOImEHUH 00pabOTKHUIIEPCOHANBHBIX JaHHBIX

1. OBIIME TTOJIOXKEHUA
1.1. Tepmunsl u onpenenenus

Ilepconanbuble nanHble Mmo06as MH(MOPMALKS, OTHOCAINASCS K IpsIMO  WJTH
KOCBCHHO ONpE/ICICHHOMY MJIH ONpeziesisieMOMy (H3MYecKoMy Juily (CyGBeKTy
NI€PCOHAIBHBIX JaHHBIX).

Onepatop -  rocymapcTBeHHbII OpraH, MYHHUHIQJIBHBIA  Opras,
FOPUIMIECKOe MW (PM3MYECKOe JIUI0, CAMOCTOSTENBHO HUIIH COBMECTHO C JpYTUMHU
TMLIAMH OpraHM3yrolMe U (HJIM) OCYLIECTBIISIOMKE 06paboTKy IepCOHAIBHBIX
AHHBIX, a TAKXKe ONPENENAIOIIMe Len 00pabOTKH NepCOHANIBLHBIX JaHHBIX, COCTAB
ICPCOHATILHBIX  NAHHBIX, MOAeX)aluX o0paboTke, neiicTBus  (omeparmm),
COBepIIaeMBbIe C IePCOHATBHBIMU JaHHBIMH.

OOpaboTka mnepcoHalbHBIX JaHHBIX JF000Oe elcTBHe (onepanus) wiIn
COBOKYIHOCTb JCUCTBHM (Omneparuii), COBEpIIaEMBIX C HCIIOIb30BAHUEM CpencTB
aBTOMATH3alMK MM 03 HCIIOJIb30BAaHMS TaKMX CPEACTB C IepPCOHAIBHBIMH
JI@HHBIMH, BKIIOYas COOp, 3alMch, CHCTEMATH3aLMIO, HAKOIUIEHHE, XpaHEeHHe,
yrouHeHne (OOHOBIEHHE, U3MEHEHHE), W3BJEUYEHHE, HCIIOIb30BaHME, nepenavy
(pacpocTpaHeHue, NpPEeNOCTaBIEHUE, NOCTYII), o0e3nMyKBaHKe, OJOKHPOBAHHE,
yJAaJieHUe, YHUYTOXKEHHUE MMePCOHANILHBIX JaHHBIX.

ABTOMaTH3MpOBaHHas 006pabOTKa MepCOHANBHBIX — JaHHBIX o0paboTka
NEPCOHATBHBIX JAHHBIX C IIOMOLIBIO CPEJICTB BEIYUCIUTEILHON TEXHUKH.

PacnipocTpanenne mnepcoHanbHBIX JAHHBIX AEHCTBHS, HallpaBJIeHHbIE Ha
PACKpBITHE NEPCOHANIBHBIX JaHHBIX HEONpeaeneHHoMY Kpyry JIMLI,

I[IpenocraBnenye nepcoHanbHbIX NaHHBIX - JEHCTBHS, HallpaBJIeHHbIE Ha
PAaCKphITHE IEPCOHANBHBIX NAaHHBIX ONpPEJENCHHOMY JIHIY HIH OIpeIeNeHHOMY
KpYTy JIHLI.

biiokHpoBanue NepCOHAlNbHBIX JaHHBIX - BPEeMEHHOE [peKpanieHue
00pabOTKU MEepPCOHANBHBIX JAHHBIX (33 HCKIIOYEHHEM ciy4aeB, eciii oOpaboTka
HEoOXOUMa JUIsl yTOUHEHHS IePCOHATBHBIX JAHHBIX).

YHUUTOXEHHE NEPCOHANBHBIX [aHHBIX NEHCTBUS, B pe3yJbTaTe KOTOPBIX
CTAaHOBHUTCSl HECBO3MOXXHBIM BOCCTAHOBUTH COJEp)KaHHE IE€PCOHANBHBIX JAHHBIX B
MH()OPMAIIMOHHO CHCTEME MepCOHANBHBIX JAHHBIX U (unM) B pe3ysbTaTe KOTOPBIX
YHHYTOXAIOTCSI MaTepUalbHbIE HOCUTEININ MEPCOHANBLHBIX JaHHBIX.

OGesnuunBanue NEPCOHANBHBIX JAHHBIX JEHCTBHS, B pe3ysbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHHS JONOJHUTEILHON HH(pOpPMALHHU
ONpPE/CIUTD MPUHAIEKHOCTh MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHANIBHBIX JAHHBIX.



MupopmaunonHas cucreMa NepCOHATBHBIX  JAHHBIX COBOKYIIHOCTh
CONEpXKAIMXCs B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX H 00ECHEYHBAIOIINX HX
06paboTKy MH)OPMALMOHHBIX TEXHOJIOIUH U TEXHUUECKUX CPEACTB.

TpaHcrpanuynas — mepeja4a  MepCOHANBHBIX — JAaHHBIX - nepegava
NEPCOHATIPHBIX  TAHHBIX HA TEPPUTOPHI0 HUHOCTPAHHOTO TOCYIApCTBA OpraHy
BJIaCTH MHOCTPAHHOIrO TIOCYJapCTBA, HHOCTPAHHOMY (H3HYECKOMY JHILY WA
MHOCTPaHHOMY FOPUIHYECKOMY JIHILY.

1.2. Hasnauenue u npaBoBasi 0OCHOBa JOKyMeHTa

[Tonmutuka T'ocynapcTBEHHOro — GHOMKETHOTO yupexnaeHuss  JloHenkoi
HaponHoit Pecniy6nuxn «J{oHeukas ynuBepcabHas HayyHas OuOIMOTeKa MMEHH
H.K. Kpynckoit» (nanee bubauorexa) OIPEJEIIIET CUCTEMY B3IJIS0B Ha NPoOJieMy
obecrieyeHns 6Ge30MaCHOCTH IMEPCOHANBHBIX IAaHHBIX U NpeACTaBiIsieT coboit
CHUCTEMAaTU3UPOBAHHOE H3JIOKEHHE ILelled W 3aJad 3allUThl, KaK OJHO WU
HECKOJIBKO  NpaBHJI, MpOLENYp, MPAaKTUYECKUX IPUEMOB M  PyKOBOISIIUX
MPUHLMNOB B 00JacTH  MH(QOPMALMOHHOH  6€30MaCHOCTH,  KOTOPBIMH
pykoBoAcTByeTcss bubnuorexka B CBOeH MAEATEIBHOCTH, a TaKXkKe OCHOBHBIX
IPAHIUIIOB TTOCTPOCHHS, OPraHU3aLUOHHBIX, TEXHOJOTMYECKHX H IPOLELYPHBIX
aCIeKTOB o0ecneyeHns 6€30MacHOCTH NepCOHATbHBIX JAHHBIX.

3akoHOmaTeNbHOM OCHOBOM HacTosel [TONMHTHKH SBJISIOTCS Koucrutynus
Poccuiickoii ®enepaunu, ['paxnaHckuii, YToJOBHBI U TpynoBoii KoIeKCHI,
OenepainbHblil 3akoH o1 27.07.2006 Ne 152-®3 «O mepcoHANBHBIX JAHHBIX»,
3aKOHBI,  yKa3sbl,  IIOCTAHOBJICHMS,  JpYrde  HOPMAaTUBHbIE  JIOKyMEHTHI
JIEUCTBYIOIIETO 3aKOHOAATENbCTBA Poccuiickoii Denepaunn, nokymentsl @CTIK
u OCb Poccun.

Hcnonb3oBanue nanHON [TonMTHKM B KayecTBEe OCHOBBI IS IIOCTPOEHUS
KOMIIIEKCHOH CHCTeMbl MH(POPMALIMOHHON Ge30MacHOCTH MepCOHANBHBIX JAHHBIX
BrbmoTekn no3BouT ONTHMHU3UPOBATE 3aTPaTHI Ha ee OCTPOEHHE.

Ilpu paspaGorke IToNMUTHKM yYUTHIBATKCH OCHOBHBIE MPUHIUIBI CO3/IAHMS
KOMILIEKCHBIX CHCTeM obecredeHus 6€30IMacHOCTH HHPOPMALMH, XapaKTePUCTUKH
M BO3MOXHOCTH OpraHU3allMOHHO-TEXHHYECKHX METOJOB H COBPEMEHHBIX
allllapaTHO-NMPOTPaAMMHBIX ~ CPEJICTB  3alIMTBl M  HPOTHUBOAEHCTBHS  yrpo3am
Oe3onacHOCTH HH)OPMALHH.

OcHoBHble  nonoxeHus: [loauTvku  GasUPYIOTCS HA  KAYeCTBEHHOM
OCMBICJIEHUM BOIIPOCOB 0€30MaCHOCTH MH(GOPMALIMK M HE 3aTParuBaloT BOIIPOCOB
OKOHOMHYECKOrO  (KOJIMYECTBEHHOTO)  aHalM3a pHCKOB U OGOCHOBAHHS
HEOOXOJMMBIX 3aTpaT Ha 3allUTy MHPOPMAIIHH.

2. OB BEKThBI 3AIIUTBI
OCHOBHBIMH OOBEKTAMH CHUCTEMBI 0OE30MACHOCTH [IEPCOHAJIBHBIX JIaHHBIX B
bubnuorexu sBisrores:
- UHQOPMAILMOHHBIE  PeCypchl € OrpaHHYEHHBIM JOCTYIIOM,  COJepIKallue
[IEpCOHAJIbHBIC JaHHbIE COTPYAHUKOB U MOJIb30BaTeNeld bubnuorexy;
- IpoIeccel 00pabOTKM NepCOHANBHBIX JAHHBIX B MH()OPMAIMOHHONW CHCTEME
NIEPCOHANIBHBIX AaHHBIX bubanorexu, HH(OpMAaLMOHHbBIE TEXHOIOTHH, periaMeHThI



1 npouenypsr cbopa, o6paboTKH, XpaHeHHs U nepenayd WHGOPMALHMH, MEPCOHa
Pa3paboT4MKOB U MOJI30BATENEH CHCTEMBI 1 ee OOCITyKMBAIOIMI IEePCOHAT;

- MHQOpMalHOHHas UH(PaCTPyKTypa, BKJIIOYAIOIIasi CHCTEMBI 06paboTKH
aHaIM3a MHQOPMALMK, TEXHWYECKHe M MPOrpaMMHBIE cpeacTsa ee oOpaboTky,
NI€peNayl U OTOOPaXKEHHS, B TOM YHCJIE KAHAJIbI MH()OPMAIIMOHHOTO 06MeHa u
TCICKOMMYHHKALMH, CHCTEMBI M CPEJCTBA 3alUMTBl HHDOPMALMH, OGBEKTHI U
HMOMCLICHUS, B KOTOPBIX pPaCIONOKEHBl TEXHHYECKHE CpPeACTBA 06paboTKH
NIEPCOHAIBHBIX JaHHBIX.

3. LIEJIM Y 3AYAYU OBECITEYEHUS BE3OIIACHOCTU
ITEPCOHAJIbHBIX TAHHBIX

3.1. MinTepechl 3aTparnBaeMpix CyOBEKTOB HH()OPMAIIMOHHBIX OTHOIICHH

CyObexTaMu HHOOPMAITMOHHBIX OTHOIICHHUI npu obecriedyeHud Ge30MacHOCTH
NEPCOHANBHBIX NaHHBIX BUOIHOTEKH SIBIISIOTCS:
- bubnuoreka, kak coGCTBEHHUK HHOPMALIMOHHBIX pecypcos;
-~ PYKOBOACTBO M COTPYJHHKH BUONIHMOTEKH, B COOTBETCTBHM C BO3JIOKEHHBIMH HA
HUX QYHKIHMAMUY;
- usudeckue ua (rpaxane) - MONb30BATENH bubnuoteku;
- Qusuyeckue numa (rpaxnane), cocrosime ¢ BHGIHOTEKOH B IPa)KJaHCKO-
NPaBOBBIX OTHOIIEHUSX.

Ilepeuncrnennrie cyObekThl HHDOPMALHOHHBIX OTHOILEHHI 3aMHTEPECOBaAHbI B
obecrievyeHun:
- CBOCBPEMEHHOIO  10CTyna K HEOOXOAMMBIM HM IePCOHANBHBIM JAHHBIM (HX
JOCTYITHOCTH);
- AOCTOBEPHOCTH  (IIOJIHOTBI, ~ TOYHOCTH,  aJeKBATHOCTH, L[EJIOCTHOCTH )
TIEPCOHAJIBHBIX TaHHBIX;
- KOH(HMIEHINATBHOCTH (COXPAaHEHHS B TallHe) ePCOHABHBIX JAHHBIX;
" 3allMTBL  OT  HABSA3BIBAHWA MM JIOXKHBIX (HEJOCTOBEPHBIX, HCKA)KEHHbIX)
IEPCOHANBHBIX JaHHBIX;
- PasTpaHUtCHUsA  OTBETCTBEHHOCTH 3a HApyILIEHHs MX IIpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPABUJ 0OPAIICHUS C IePCOHATBHBIMU JaHHBIMH;
- BOSMOXKHOCTH  OCYIICCTBICHHS  HENPEPBIBHOTO  KOHTPOJIS W yIpaBlIeHHS
npoueccamu 00paboTKu U Mepeaadn NepCOHATbHBIX JAHHBIX;
- SAIUTLI EPCOHATLHBIX JAaHHBIX OT HE3aKOHHOTO PACTPOCTPAHEHHS.
3.2. Llenu 3amuThI

OCHOBHO# 1eNbIO, Ha JOCTHKEHHE KOTOpPOii HaIpaBJIEHbl BCE IOJIOXKEHUS
HacTosel 110MMTHKY, ABNSETCA 3alUTa CyOheKTOB HH(MOPMALHOHHBIX OTHOMICHHMH
bubnnorekn oT BO3MOXHOrO HaHeceHUS UM MaTepHaIbHOro, (HU3HYECKOrO,
MOpaJIbHOTO MJIM HHOTO yIepOa, MOoCpeCTBOM CIy4aifHOro WilH TpeHAMepEeHHOro
BO3JICHCTBHSI HA MEPCOHANBbHBIE [AHHbIE, UX HOCHTEJH, poreccsl 00paboTKu U
nepeavH.

YKasaHHas LeNb JOCTHraeTcsl MOCPEACTBOM OBECHeYeHHS M IMOCTOSHHOIO
NIOANCPIKAHUS CIEYIOUIUX CBOUCTB MEPCOHAIBHBIX JaHHBIX:



- IOCTYIIHOCTH  II€PCOHAJIbHBIX  JAHHBIX JUIS  JIETAJbHBIX  I10JIb30BaTeNIeH
(ycroiiunBoro (GyHKUMOHMPOBAHUS HH(OPMALMOHHBIX CHCTEM BuOIHOTEKH, IpH
KOTOPOM  MOJIb30BAaTEeId  MMEKT BO3MOXKHOCTH  IOJIyYE€HHS  HEOOXOJUMBIX
NePCOHATIBHBIX JaHHBIX M Pe3yJIbTaTOB pELIeHUs 3aJad 3a MpHEeMIIEMOe IS HHX
BpeMsI);
- LEJIOCTHOCTH M ayTEHTUYHOCTH (TOATBEPXKICHHE AaBTOPCTBA) IE€PCOHAIBHBIX
JaHHBIX, XpaHHMBIX M 00palOaTblBaeMbIX B HMH(OPMAI[HOHHBEIX CHUCTEMaX
bubnnoreku u nepenaBaeMoii Mo KaHajaaM CBA3H;
- KOH()UIEHIMATBHOCTH - COXPaHEHHUs B TaliHE OIpeIelIeHHON YacTH MEPCOHANBHBIX
JIAHHBIX, XpaHUMBIX, 00pabaThIBaeMbIX U MepeaaBaeMbIX 110 KaHAJIaM CBSI3H.
HeoOxoauMelii ypoBeHb JOCTYITHOCTH, LEJOCTHOCTH ¥ KOH(QHIAEHIUATLHOCTH
NEPCOHANBHBIX  JaHHBIX  o0ecreuuBaeTcss COOTBETCTBYIOLIUMH  MHOXKECTBY
3HAYUMBIX yTPO3 METOJaMH U CpeJICTBAMH.
3.3. OcHOBHBIE 3a/1a4l CUCTEMbI oOecriedeH st 6e30IaCHOCTH MMEPCOHANBHBIX JaHHBIX
JIss  MOCTHXKEHMsI OCHOBHOM LeJIM 3alluThl W OOeCHeueHHs YyKa3aHHBIX
CBOWCTB IEPCOHAJBHBIX JaHHBIX CcUCTeMa obecrie4eHuss HH(OPMAIIMOHHOM
OeszonmacHocTH bubnuorexkn nomkHa obecrneunBarh 3(P(PEKTHBHOE peEILEHUE
CIIEIyIOLINX 3a/a4:
- CBOEBPEMEHHOE BBISBIIEHUE, OLEHKAa M IPOTHO3UPOBAaHHE MCTOYHHUKOB YIpo3
MHQOPMALMOHHONH  0€30MacHOCTH, MpPUYUH H  YCIOBHM, CIOCOOCTBYIOLIMX
HaHECEHHI0  ymepOa  3aWHTEpecOBaHHBIM  CyObeKTaM  HH(POPMAIHOHHBIX
OTHOILLIEHHUH, HapyLIEHUIO HOPMaJIbHOTO (PYHKIIMOHUPOBAaHUS HH(DOPMALMOHHBIX
cucteMm bubnuoreku;
- CO37laHHE MEXaHU3Ma OIEepAaTUBHOIO pearupoBaHUS Ha Yrpo3bl 0e30MacHOCTH
UH(QOpMAIMK U HEraTUBHbBIE TeH ICHIIHNH;
- CO3JJaHUe YCJIOBUM JJIi MHUHHUMH3ALMM M JIOKAIM3AlMd HAaHOCHMOro yiiepOa
HENPAaBOMEPHBIMU ACUCTBUAMU (U3NYECKUX M IOPUAMYECKUX JIML, OciabiieHue
HETaTUBHOI'O BIIMSHUA M JIMKBUJALMS [IOCJIEICTBUH HapylieHus: 0e30M1acHOCTH
UHpOpMaIHH;
- 3aIlIUTy OT BMeEIIATEJIbCTBA B Ipouecc (yHKIMOHUPOBAHUS HH(GOPMAaLUMOHHBIX
cucreM buOIMOTEKM NOCTOPOHHUX JHI (JOCTYN K HH(OPMALMOHHBIM pecypcam
JOJDKHBI  MMETh  TOJIBKO 3aperuCTPUpPOBAHHBIE B  YCTAHOBJIGHHOM  IOPSJIKE
MOJIb30BaTENH );
- pasrpaHMyYeHUEe JOCTyNna IIoJib3oBaTelled K HWH()OPMAlMOHHBIM, amnIapaTHBIM,
IIPOrpaMMHBIM U UHBIM pecypcaMm bubianoreku (BO3MOKHOCTH IOCTyIa TOJIBKO K TEM
pecypcaM U BBINOJHEHHUS TOJILKO TeX OMNepanuii ¢ HUMH, KOTOpble HEOOXOIHUMBI
KOHKPETHBIM I10JIb30BATEISIM ISl BBIMOJHEHHUS] CBOMX CIIy>)KeOHBIX 00s3aHHOCTEH),
TO €CTh 3alIUTy OT HECAHKI[HOHHPOBAHHOTO JIOCTYTIA,
- obecrieueHHe ayTeHTU(HUKALMHU MTOJb30BaTeNlel, y4aCcTBYIOIINX BUH(POPMALIHOHHOM
oOMeHe (moATBepIKAeHUE MOJTMHHOCTH OTIIPABUTENIS U TOJTydaTesis HH()OPMALIHH ),
- 3alIUTY  OT  HECaHKUMOHHUPOBAHHOM  MOJU(GHUKALMUHA  HUCIOJIB3YeMBIX B
MH(OPMAIMOHHBIX cUcTeMaX BUOIMOTeKH MpOrpaMMHBIX CPENCTB, @ TAKXKe 3alIUTY
CHUCTEMBl ~ OT  BHEJPEHHs  HECAaHKIHOHHPOBAHHBIX  IMpOrpaMM,  BKJIIOYas
KOMIIBIOTEPHBIE BUPYCHI;



- 3alUTY UH(QOPMALMH OTPAHMYECHHOTO IOJB30BAHUS OT YTEUKH II0 TEXHHYECKHM
KaHaJlaM Ipu ee 00paboTke, XpaHEHHUH U Nepeade 110 KaHalaM CBSI3H.
3.4. OCHOBHBIE ITyTH PELIEHHS 3a/1a4 CUCTEMBI 3aILUThI

ITocraBiieHHbIE OCHOBHBIE LIEIH 3aMTHl U PEIIeHHe NepPeYHCIEHHBIX BhIIIE
3aJ1a4 JJOCTUIatOTC:
- CTPOTUM YY€TOM BCEX IMOMJIEKAIIMX 3alUTE PECYypcoB MH(OPMAIIMOHHBIX CHCTEM
bubnnorekn (undopmanuu, 3amad, NOKyMEHTOB.» KAHANOB CBSI3H, CEPBEPOB,
aBTOMaTH3MPOBAHHBIX Pab0YUX MECT);
- )KYypHaJIMpOBAHUEM JAEHCTBHU MepCOHasa, OCYILEeCTBISIOUEro OOCTyKMBaHUE H
MOJU(HKALMIO IPOrPAMMHEIX 1 TEXHHYECKHX CPEJICTB HHPOPMALHOHHONA CHCTEMBI,
- IOJIHOTOM, pealbHON BBINOJIHUMOCTBIO H HENPOTHBOPEYMBOCTBIO TpeGOBaHMIT
OpraHU3allHOHHO-PACIIOPSIIUTEbHBIX  JOKYMEHTOB bBHONHOTEKH MO  Bompocam
obecneyeHus 6e30MacHOCTH HH(POPMAIIHH;
- MOArOTOBKOM JIOJDKHOCTHBIX JIMIL (COTPYIHUKOB), OTBETCTBEHHBIX 33 OPTaHH3aLHIO
U OCYIIECTBJICHUE NPAKTHYECKUX MEPONPHUATHH II0 OOECIIEUYEHUIO Oe30MacHOCTH
NIePCOHATBHBIX JaHHBIX M MPOLIECCOB UX 00PabOTKH;
- HaJIEJICHUEM KaXKJI0ro COTpYyJHHMKa (II0Jb30BaTeNs) MUHMMAIBHO HEOOXOIMMBIMH
JUI BBINIOJTHEHHST MM CBOMX (DyHKIMOHAJIBHBEIX OOS3aHHOCTEH IMOJHOMOYHSAMH 10
AOCTYIy K HHpOPMaIlMOHHBIM pecypcam bubnuorexu;
- 9€TKMM  3HAaHUEM M  CTPOTMM  COOJIIOJICHHEM  BCEMH  II0Jb30BATENISIMHU
MHQOPMAaUMOHHBIX  cucTeM  bubnnorexku  TpeGOBaHMN  OpraHW3ALHOHHO-
pacropsAUTENIbHBIX  JIOKYMEHTOB II0 BOINpocaM oO0OecredyeHHus Oe30MacHOCTH
UHpOpMaIHH;
- IEPCOHAJIBHON OTBETCTBEHHOCTBIO 3a CBOU JCHCTBHSA KaXKIOrO COTPYIHHMKA, B
pamMKax  CBOMX  (DYHKUMOHANBHBIX  OOS3aHHOCTEM  HMEIOIEro  JOCTYN K
MH(OPMALIMOHHBIM pecypcam bubnuorexwu;
- HENIPEPBIBHBIM TOJIIEPIKAHMEM HEOOXOMMOr0 YPOBHS 3AIMIIEHHOCTH 3JIEMEHTOB
MH(OPMaIMOHHOM cpesl Bubnuorexy;
- MPUMEHEHHEeM (U3UYECKMX M TEeXHHYECKHUX (MPOrpaMMHO-alNapaTHBIX) CPEACTB
3aIIUTBl PECYPCOB CUCTEMBI W HENPEPHIBHOM aJMMHUCTPATUBHON MOMIEPIKKON MX
UCIIOIb30BaHMSI,
- 9 (QEKTUBHBIM KOHTPOJIEM HaJ| COOJIIO/IEHUEM T10JIb30BATENAME HH()OPMALIOHHBIX
pecypcoB bubnnorexu tpeboBanuii 1o obecreyeHnro 6e30MacHOCTH MH(GOPMAIIUH;
- IOpUAMYECKOM  3alMTOM MHTepecoB bBHONMOTEKH Tpd B3aUMOAEHCTBUH C
BHEIIHMMH OPTraHH3alUsIMHU (CBSI3aHHOM C OOMEHOM NEepCOHAJIBHBIMH JaHHBIM M) OT
NPOTUBOINPABHBIX JEHCTBUM, KaK CO CTOPOHBI O3THX OpraHM3alMi, TaKk H OT
HECaHKLIMOHUPOBAHHBIX IEHCTBUH 00CITyKUBAIOIIETO epCOHAIA U TPETHUX JIULI,

4. OCHOBHBIE ITPUHIIUTIBI IIOCTPOEHM
CHUCTEMBIGE30ITACHOCTH ITEPCOHAJIBHBIX JJAHHBIX

[Toctpoenue cuctemsl, obecreueHus: 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX
bubsnmoreku, 1 ee GpyHKIUOHUPOBAHHUE JIOJKHEI OCYILECTBIATHCS B COOTBETCTBHUH CO
CIIEYXOLUMHU OCHOBHBIMU MTPHHIIAIIAMHU:
- 3aKOHHOCTb;
- CUCTEMHOCTS;



- KOMIUIEKCHOCTB;
- HENIPEPBIBHOCTE;
- CBOEBPEMEHHOCTb;
- MPEEMCTBEHHOCTH U HENIPEPHIBHOCTH COBEPIIIEHCTBOBAHUS;
- pa3yMHasi 1OCTaTOYHOCTh (IKOHOMHUYECKAs LeJIeCO00Pa3HOCTH);
- IepCOHAJIbHAsI OTBETCTBEHHOCTD; . MHHHMH3aLHs [TOJTHOMOYHIL;
- HCKJIFOYEHHE KOH(DIIUKTa UHTEPECOB;
- B3aUMOJIEUCTBUE U COTPYIHUYECTBO;
- THOKOCTh CHCTEMBI 3all[UTHI;
- OTKPBITOCTB aJITOPUTMOB U MEXAHH3MOB 3aILUTHL;
- IPOCTOTA IIPUMEHEHUS CPEICTB 3allUTEI;
- 000CHOBaHHOCTb U TEXHUYECKas peajii3yeMOCTh;
- ClIeLHaIM3alMs U TPOPECCHOHATIH3M;
- 00513aTeIBHOCTh KOHTPOJIS.
4.1. 3aKOHHOCTH

Ilpennonaraer ocyliecTBiIeHHE 3alIUTHBIX MEPONPHUATHH W pa3paboTKy
CUCTEMBl O€30MaCHOCTH TEePCOHAJIBHBIX JaHHBIX BHUOJIMOTEKHM B COOTBETCTBUU C
JEUCTBYIOLIMM 3aKOHOJATEIbCTBOM B OOJIACTH 3AlUThI IEPCOHATBHBIX JAaHHBIX, a
TaKXe JAPYTruxX 3aKOHOJATebHBIX aKTOB IO Oe3omacHocTd HHpopmanuu PD, ¢
INPUMEHEHHUEM BCEX [IO3BOJIEHHBIX METOJOB OOHapy>XeHHS H TpecedeHust
NpaBOHAPYIIEHUH IpH paboTe C MepPCOHAIBHBIMH JaHHBIMH. [IpHHATBIE MeEpBI
0€30IacCHOCTH MEPCOHANBHBIX JAaHHBIX HE JOJDKHBI IIPENSATCTBOBATH JOCTYILY
IPaBOOXPAHUTEBHBIX OPTaHOB B IIPEyCMOTPEHHBIX 3aKOHOIATEILCTBOM CITydasX.

Bce nonp3oBarenu uHGOpMaMOHHOM crcTeMBl BUOGIHOTEKH TOKHBI UMETh
MpeJCTaBJIeHue 00 OTBETCTBEHHOCTH 3a INpaBOHApYIIEHHsT B 00JacTH oOpabOTKU
NEePCOHAJIbHBIX JJAHHBIX.

4.2. CHCTEMHOCTH

CHucTeMHBII MOAXOX K IOCTPOEHHIO CHCTEMBI 3aIIUTHl MHGOPMALUH B
bubnuoreke npesnonaraeT y4eT BCeX B3aMMOCBSI3aHHBIX, B3aUMOJEHCTBYIOIUX H
U3MEHSIOIIMXCS BO BPEMEHHM JJIEMEHTOB, YCJIOBUH W (DaKTOPOB, 3HAYUMBIX IS
IIOHUMaHUs M pelleHusl NpoOsieMbl obecriedyeHusi 0e30MacHOCTH TMePCOHATBHBIX
JIaHHBIX.

Ilpy co3pgaHuMM cUCTEMBl 3alllUTHl JOJDKHBI YYHTHIBAThCS BCe Clla0ble H
HauboJsee ys3BUMble MecTa HH(GOPMALMOHHBIX CHUCTeM DBHONHMOTEKH, a Takke
XapakTep, BO3MOXHbBIE OOBEKTHl M HalpaBleHUs aTak Ha Hee CO CTOPOHEI
HapymuTesned  (0COOEHHO  BBICOKOKBAIM(DHULIHMPOBAHHBIX  3JI0YMBIIIIEHHHAKOB).
CucreMa 3aIUThl JODKHA CTPOUTHCS C YYETOM HE TOJIEKO BCEX U3BECTHBIX KaHAJIOB
IIPOHUKHOBEHMS M HECAHKLIMOHUPOBAHHOIO JOCTyNa K HH(OpMAIUH, HO U C Y4ETOM
BO3MOXXHOCTH IIOSIBJIEHHs] [IPUHLUINHAIBHO HOBBIX IyTEH pealu3aldd Yrpo3s
0e30I1aCHOCTH.

4.3. KoMIUIeKCHOCTD

KomruiekcHoe UCnosb30BaHHE METOJOB U CPEACTB 3alUThl KOMITBIOTEPHBIX
CHUCTEM IMpEAIoJiaraeT CONIaCOBaHHOE IpPUMEHEHHE pPa3HOPOAHBIX CPEACTB IMpHU
MIOCTPOEHHUH I[€JIOCTHOM CHCTEMBI 3allUThI, NMEPEeKPBIBAIOLIEH BCE CYIIECTBEHHbBIE



(3HAUMMBIE) KaHaJIbl pealiu3alii yrpo3 U He CojepiKallell clIabbhIX MeCT Ha CTHIKAaX
OTHENBHBIX €€ KOMIIOHEHTOB. 3alluTa JOJKHA CTPOHMTBCS SIIEJOHHPOBAHO.
BHewnsiss  3ammra  J0mKHa  obecrievMBaThCs  (U3MYECKMMM  CPELCTBAMH,
OpraHM3alMOHHBIMU U IPABOBBIMH MEPAMH.
4.4. HenpepbIBHOCTh 3aL{THI

OGecrieyenne  0€30MacHOCTH  MEPCOHATBHBIX — JAHHBIX -  HpOLEce,
OCYILLIECTBIISIEMbIi PYKOBOJACTBOM BHOJIHOTEKH, OTBETCTBEHHBIM 3a OPraHHU3alHIO
00pabOTKHU: NEePCOHANBHBIX NAHHBIX U COTPYAHUKAMH BCEX YPOBHEH. JTO He TOIBKO
U He CTOJbKO TMpoleAypa WIM IONUTHKA, KOTOpas OCYILECTBISETCS B
ONpEeJeJICHHBIA OTPE30K BPEMEHHM MM COBOKYITHOCTH CPEICTB 3alIMTHI, CKOJIBKO
npouece, KOTOPbIH JOJKEH IIOCTOSIHHO UATH Ha BCeX YPOBHSAX BHYTpH Bubnuorexu
M KaX[blii COTpYyIHUK buOnuoTexu NOJKeH NpUHUMATh y4acTHE B 9TOM IpoIecce.
HesitenbHOCTE 1O ObOecrneveHn0 HH(OPMAILMOHHON 6Ee30HaCHOCTH  SIBIISIETCS
COCTaBHOM  YacCTblO IIOBCEIHEBHOW  JAeATeSbHOCTH buomuoreku. W ee
3G QEKTUBHOCTb 3aBHCHT OT Y4YacTWsl PyKOBOJACTBa BHOIHOTEKH B oGecredeHHH
MH(POPMaIIMOHHOH 6e30MaCHOCTH TEePCOHAIBHBIX JAHHbIX,

Kpome Toro, GonbmMHCTBY (GU3MYECKUX M TEXHHUYECKHX CPEJCTB 3alHThHI
s 5Q(EKTUBHOrO BBINOJIHEHHS CBOMX (QYHKUMH HeoOXOJUMa IIOCTOSHHAS
OpraHu3alMOHHAas (aAMUHUCTPATHBHAs) MOJAEPXKKa (CBOEBpEMEHHAass CMEHa U
obecrieyeHMe  NPaBUIBHOTO  XpaHeHHs UM INPUMEHEHUs HMEH, IapoJiel,
nepeonpeesieHue MOoJHOMOYMKA U T.I.). IlepepbiBbl B paboTe CpencTB 3allUTHI
MOTYT OBITH HCIOJIb30BaHBl 3JI0YMBILUIEHHHKAMU JUIS aHalId3a HpPHMEHsSeMbIX
METOZOB U CPEACTB 3allUThl, JJs BHEIAPEHHs CIIELUAIBHBIX POTPAMMHBIX H
anmnapaTHbIX «3aKJIaJOK» U APYTUX CPEJICTB MPEOI0JIEHHS 3aIUTEL.
4.5. CBOEBPEMEHHOCTh

Ilpeanonaraer ynpexnialoumii Xapaktep Mep obecredeHus Ge30MacHOCTH
NePCOHANIBHBIX J@HHBLIX, TO €CTh IIOCTAHOBKY 3alad II0 KOMIUIEKCHOHM 3alluTe
NePCOHANBHBIX ~JaHHBIX M pealu3aluuio Mep obOecredeHHs 0e30MacHOCTH
NePCOHAJIBHBIX TaHHBIX Ha PAHHUX CTaAUAX pa3paboTKU WH(POPMAILIMOHHBIX CHCTEM
B II€JIOM U UX CUCTEM 3aLIUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUThl JOKHA BECTHCH MapajljIebHO ¢ pa3paboTKoi
U pa3sBUTHEM CaMOM 3alUIlaeMOi HHQPOPMAIMOHHOW CHUCTEMBI. DTO ITO3BOJIUT
y4ecTb TpeboBaHHs 0€30IacCHOCTH IpU IPOEKTHPOBAHHUH apXUTEKTyphHl H, B
KOHEYHOM CYeTe, co3JaTh Oosee 3 QeKTuBHEIe (KaK 10 3aTpaTaM PecypcoB, TaK U
10 CTOMKOCTH) CUCTEMBI, 001 JafolIKe JOCTATOYHBIM YPOBHEM 3allHUIIEHHOCTH.
4.6. IlpeeMCTBEHHOCTH M COBEPIIECHCTBOBAHUE

[IpeamonaraeT NOCTOSIHHOE COBEPILEHCTBOBAHHE MepP H CPEJACTB 3allUTHI
NEPCOHANBHBIX JAaHHBIX Ha OCHOBE IIPEEeMCTBEHHOCTH OPIraHHU3al[AOHHBIX U
TEXHUYECKUX  pEIIEeHMH, KaJpoBOrO COCTaBa, aHaiuu3a (QYHKIHOHHUPOBAHHS
MH(GOPMaLIMOHHBIX CHCTeM BHOJIMOTEKH U CHCTEMBI €€ 3AIlUTHI ¢ YY€TOM U3MEHEHHH
B METOJlaX M CpEeACTBax IepexBaTa MHPOpMalUUHd, HOPMATHBHBIX TpeOOBaHHUM I10
3alIUTe, JOCTUIHYTOrO0 OTEYECTBEHHOIO U 3apyOe)KHOTO OIbITa B 3TOH 00J1aCTH.
4.7. PasymHas 0CTaTOYHOCTb (9KOHOMHYECKas! LIEIECO0OPa3HOCTD)



IIpenronaraer cooTBeTCTBHE YpoBHS 3aTpar Ha oGecreyeHye Ge30MacHOCTH
TICPCOHAIPHBIX  NaHHBIX LEHHOCTH WHQOPMALIOHHBIX DPECYPCOB W BEJHMUYMHE
BO3MOXHOIO ymepOa OT HMX pasIJIallleHus, yTpaThl, YTEUKH, YHUUTOXEHHUS M
MCKaXeHus. lMcrnonbzyemble Mepbl M cpeicTBa OOECHeYeHHS Oe30MaCHOCTH
MH(POPMALIHOHHBIX PECYPCOB HE JOJKHBI 3aMETHO YXyAIIaTh 3prOHOMHYECKHE
0Ka3aTeJn paboThl KOMIOHEHTOB WH(MOPMAI[MOHHBIX CHCTeM BHGIHOTEK.
Mznuiiane Mepsl Ge30MaCHOCTH, MOMHMO 3KOHOMUYECKOM HE3(pEKTUBHOCTH,
NPUBOAT K YTOMIICHHIO U Pa3JipaKeHHIO IIEPCOHAA.

Co3nate aGCOMOTHO HENPEOONUMYIO CHCTEMY 3alUTHI IIPUHIUITHATIEHO
HEBO3MOXHO. Iloka mnepcoHanbHble paHHBIE HaxomaTcs B obpalleHuy,
[IPUHUMACMbIe ~ MEPbI  MOTYT TOJBKO CHU3UTH BEPOATHOCTh HEraTHBHBIX
BO3JICHCTBUM MM ymep6 OT HHMX, HO He WCKIIOUMTh HX IIOJHOCTBIO. IIpu
AOCTATOYHOM KOJMYECTBE BPEMEHH U CPEACTB BO3MOXHO IIPEOJOJIETh JOGYIO
3a1uty. [109TOMy MMeeT CMBICI pacCMaTpUBaTh HEKOTOPBIH [PHEMIIEMBbIH YPOBEHb
obecneuenus 6e3onacHOCTH. Bricokoa(hdeKTHBHAS CHCTeMa 3aIHThl CTOUT JI0poro,
HCIIOJIB3YeT NPU paboTe CyLIECTBEHHYIO YacTh PECYpCOB M MOKET CO3aBaTh
OLIYTUMBIC JIOTIONHUTENIbHbIE HEYL00CTBa I0J1b30BaTeIsIM. BaXKHO NpaBHIBHO
BBIOPATh TOT NOCTATOYHBIA yPOBEHb 3alllUThI, OpU KOTOPOM 3aTpaThl, PUCK H
pa3Mep BO3MOXKHOIO yiep6a Obliu Obl IPHEMIIEMBIMHU.

4.8. IlepcoHanbHast OTBETCTBEHHOCTE

IIpexnonaraer Bo3noxeHe OTBETCTBEHHOCTH 3a ObeceueHHe Oe30MacHOCTH
[ICPCOHAJIPHBIX NaHHBIX M CHCTeMbl MX OOpabOTKM Ha KaXIOro COTPYJIHHKA B
lIpejieax ero MONHOMOYMH. B COOTBETCTBMM ¢ 3THM HPUHLHMIIOM pacIpeeieHHe
npaB U OOA3aHHOCTEH COTPYIHMKOB CTPOUTCS TAKHM oOpa3oM, 4ToGBI B Cily4ae
MIO00r0 HapyIIeHHs] KPYr BHHOBHHMKOB OBUI Y€TKO M3BECTEH MK CBEIEH K
MHHUMYMY.

4.9.  MuHUMH3ALHKS TOJTHOMOYHIA

OsHauaeT mpenocTaBieHHe MOIB30BATEISIM MHHAMATBHBIX IIpaB JIOCTyIla B
COOTBETCTBUHM CO CJTy)KeOHOM HEOOX0MUMOCTBIO. JOCTYII K MEPCOHATBHBIM JAHHBIM
AOJDKCH NMPEOCTABNIATECS TOJIBKO B TOM Cllydae U 0OBEME, ECIIM 3TO HEOOXOMUMO
COTPYAHUKY JUIsI BBITIOJTHEHUS €r0 NOJDKHOCTHBIX 00S3aHHOCTE!A.

4.10. Hckmroyenue KoH(IUKTa MHTEPECOB (pasjeneHue byHKITHIT)

O¢dexruBnas cucrema obecneveHns HHOOPMALMOHHONH O€30MaCHOCTH
NpeArnonaraeT 4€TKoe pasjiesiieHHe OOSA3aHHOCTeH COTPYIHUKOB U HCKIIOYEHHE
CUTYalluH, Koria cdepa OTBETCTBEHHOCTH COTPYIHHKOB JOIyCKaeT KOH(JIIUKT
untepecoB.  Cdepbl  MOTEHIMANBHBIX  KOH(IUKTOB  JOMKHBI  BBIABISTHCS,
MUHUMHU3UPOBATECS, M HAaXOAMUTCS IMOJ CTPOTUM HE3aBHCHMBIM KOHTPOJIEM.
Peanusanus 1aHHOTO MPUHIKIIA IIPE/IONAraeT, YTO He OJHH COTPYIHHUK HE JIOJDKEH
MMETh MOJTHOMOYHUH, MO3BOJISIOIIMX €My eIHHOJMYHO OCYILECTBISTH BBIIOIHEHHE
KPUTHYHBIX onepaiuii. Hajenenue coTpyIHUKOB MOIHOMOYHSMHE, MOPOKIAIOIIAME
KOHQJIMKT MHTEpecOB, 4T €My BO3MOXKHOCTH IOATACOBHIBATH UH(pOpMAILIHIO B
KOPBICTHBIX LEJISIX UJIM C T€M, YTOOBI CKPBITh MPOGIIEMbI HJIH TIOHECEHHBIE YOBITKH.
Jlnst CHHXKEHMSI PUCKA MaHHIYJIMPOBAHHS IEPCOHANBHBIMH JAHHBIMH 1 pucka
XUIICHUS, TaKHE IIOJITHOMOYHUS JOJDKHBI B MAaKCUMaJIbHO BO3MOXKHOM CTEIIeHH OBIThH



pasfesieHbl  MEXAY  pPA3IUYHBIMM  COTPYJHMKAMH MM  IIOJApa3feeHHsIMH
bubirorekn. HeobXoaumo mpoBoauTh mepropvuecKue MPOBepKH OOS3aHHOCTEI,

(YHKUMHA W JIeSTETbHOCTH COTPYIHHKOB, BBINOJHSIONMX KIFOUEBbIe (YHKLHH, C

TeM, YTOObI OHHM HE WMENM BO3MOXHOCTH CKPBIBATh COBEPIIEHHE HEMPaBOMEPHBIX

aevicruil. Kpome TOro, HeoOXOZMMO NPHHHMATH CIELMANbHBIE MepBl IO

HEJIOMYIIEHHIO CTOBOPa MEX/y COTPYIHUKAMHU.

4.11. B3aumopneicTBUE U COTPYIHUYECTBO

[lpeprnonaraer cosganue GJaronpusiTHOW aTMocepbl B  KOJUICKTHBE
bubnnorexkn. B Takoii 0o6cTaHOBKE COTPYIHUKH IOJDKHBI OCO3HAHHO COBJIONATEH
YCTaHOBJICHHBIC TpaBWJIa U OKa3bIBaTh COJAEHUCTBHE NESTENLHOCTH OTBETCTBEHHBIM
3a OpraHM3alMI0 00PaOOTKH MEePCOHANBHEIX JAHHBIX.

BaxxHeiM s1eMeHTOM 3D (HEKTHBHON CHCTEMBI OGecHedeHHs] Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX B bubiuoreke sBnseTcs BBICOKas KyJibTypa paboThl ¢
uHpopManuer. PykoBoscTBo BHOMHOTEKH HeCeT OTBETCTBEHHOCTh 3a CTPOTOE
COOJIIOIeHHe ITUYECKUX HOPM H CTaHAApTOB NPO(eCCHOHANBHOM NeSTENbHOCTH,
NOJ4YEPKUBAIOILCH W JIEMOHCTPUPYIOLIEH IepCOHATy Ha BCEX YPOBHSAX BaXKHOCTb
obecrieuennss MHMOpMaLMOHHON Ge3omacHocT bBubGnuoreku. Bce coTpynHuKH
bubnuorexky IOMKHBI MOHMMAaTh CBOKO pONb B Mpolecce 0becreyeHHs
MH(POPMalMOHHOH 6€30MacHOCTH U IPHHAMATH YYacTHe B 3ToM mpoliecce. HecMmoTpst
Ha TO, YTO BBICOKas KyJbTypa oOecrnedeHus: WH()OPMAIMOHHOM OEe30MacHOCTH He
rapaHTUPYEeT aBTOMATHYECKOI0 JOCTHXKEHUS LieJied, ee OTCYTCTBHE CO3[aeT OOoJIblle
BO3MOXKHOCTEH JUIs HapylleHHs 0e30IacCHOCTH WM He OOHapyxeHHs (aKTOB ee
HapyLIeHHUS.

4.12. I'nOKOCTh CUCTEMBI 3AILUTHI

Cucrema obecniedeHust HH(OPMAIMOHHONW OE30MaCHOCTH JOJKHA OBITH
CIIOCOOHA pearupoBaTh Ha W3MEHEHHUs! BHEIIIHEN Cpeibl U yCIOBUIM OCYLeCTBICHUS
bubnrorexoi cBoeli nesiTensHOCTH. B 4nCiI0 TakuX H3MEHEHU BXOISAT:

- UI3MEHEHHs OPraHM3alMOHHON U LITaTHOW CTPYKTyphbl Bubinorexu;

- I3MEHEHHE  CYIIECTBYIOLIMX HWJIM  BHEJAPEHHE  NPUHLHUIIHAIBHO  HOBBIX
MH()OPMAIMOHHBIX CHCTEM;

- HOBbIE TEXHUYECKUE CPE/ICTBA.

CpoiictBO ~ rubkocTd  cucTeMbl — obecriedeHus  MHQPOPMAIMOHHOI
Oe30macHOCTH M30aBseT B TAaKUX CHTYalUsX OT HEOOXOAMMOCTH IIPUHSTHS
KapAMHAJIBHBIX MEP I10 IOJHOM 3aMEHE CPe/ICTB U METOJIOB 3aIlMThl HAa HOBBIE, YTO
CHMIKAeT ee OOLIYI0 CTOUMOCTb.

4.13. OTKpBITOCTH QITOPUTMOB ¥ MEXAHH3MOB 3aLUTHI

CyTb NpHHIMIIA OTKPBITOCTH aITOPUTMOB M MEXAHM3MOB 3aIIUThl COCTOUT B
TOM, YTO 3allliTa He JO0JDKHA 00ecneuuBaThbCs TOJIBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOW OpraHM3alli¥d M aJIrOpUTMOB (GYHKIIHOHHPOBAHHUS €€ IIOACHUCTEM.
3HaHue aIrOPUTMOB PAabOThI CHCTEMBI 3ALUTHI HE JOJKHO 1aBaTh BO3MOXHOCTH €¢
MpeosiojieHns (axe aBTopaM). DTO, OAHAKO, HE O3HA4aeT, 4To MH(popMaius o6
UCIIOJIb3YyEeMbIX CUCTEMAaX U MEXaHU3Max 3alllUThl JOJDKHA OBITH OOIIEIOCTYIIHA.
4.14. IIpocToTa NPUMEHEHUS CPEACTB 3ALIUTHI



MexaHU3Mbl U METOIB! 3aIUTHI HOJDKHBI OBITh MHTYUTHBHO IIOHSTHBI U
IPOCTBI B UCIOJIb30BaHHH. [IpuMeHeHre CpeliCTB U METONOB 3allUTHl HE JOJIKHO
OBITH CBA3aHO CO 3HAHHEM CIELUATBHBIX S3bIKOB WM C BBINOIHEHHEM JeCTBUH,
TPeOYIOLIMX 3HAYMTENBHBIX JIOMIONHUTENBHBIX TPYHN03aTPaT MPH OGBIYHON pabore
3aperuCTpUpOBAHHBIX I10Jb30BATENIC, a TaKkKe He JO/DKHO TpeboBaTh OT
TI0JIb30BATEJIsl BBIIOJIHEHHS Py THHHBIX MAJIOIOHSATHBIX €My OIlepaluii.

4.15. O60CHOBaHHOCTB U TEXHHYECKAS PEaTU3yeMOCTh

MH]opMaLroHHble TEXHOJOTHH, TeXHHYECKME W MPOrPaMMHEIE CpejCTBa,
CPeACTBa ¥ MEPBI 3aLUTHI IEPCOHAIBHBIX AaHHBIX TOJDKHBI OBITH PEaNN30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3sBUTHs HAYKM M TEXHHUKH, OOOCHOBAHBI C TOYKH 3PEHUS
AOCTHXKEHMSI 3aJaHHOTO YPOBHS 0€30MacHOCTH HHGOPMALMH U SKOHOMHYECKOM
LeJIeCO00PasHOCTH, & TakyKe JIOJIKHBI COOTBETCTBOBAThH YCTAHOBICHHBIM HOPMaM H
TPeOOBaHHAM 110 0€30MIaCHOCTH MEPCOHATBHBIX JAHHBIX.

4.16. Cneuunanuzanust ¥ Ipo(hecCHOHAIN3M

Ilpennonaraer npusnevenne K paspaboTKe CPEACTB M peald3allid Mep
3alIMTBl IIEPCOHANBHBIX AAaHHBIX CHELMAIM3UPOBAHHBIX OpraHM3aluii, Haubolee
IIOATOTOBJICHHBIX K KOHKPETHOMY BHAY JAESATEIBHOCTH 110 00ECIeYeHuIo
Ge3onacHOCTH MH(OPMALMOHHBIX PECYPCOB, HMEIOIIMX OIBIT IMPAKTHYECKO
paboThI U TOCYIapCTBEHHYIO JIMLICH3UIO HA PABO OKA3aHMS YCIyT B 9TOM 06NACTH.
Peannsanus aIMHHUCTPaTHBHBIX Mep M 9KCIUTyaTallUsl CPEJCTB 3aIllHTHl JOJDKHA
OCYIIECTBIISATECS ~ NPO(PECCUOHATBHO  IMOJATOTOBIEHHBIMH  CIEIHATHCTAMHU
bubnnorexn (OTBETCTBEHHBIMU 3a OpraHU3alMi0 OOPAGOTKH IMEePCOHATBHBIX
JAHHBIX).

4.17. O6s3aTeNbHOCT KOHTPOJIS

[lpenmonaraer  06A3aTeNBHOCTE W CBOEBPEMEHHOCTb  BBISBICHHS U
IPECEYCHUsI IMONBITOK HApyIUEHUs] YCTAHOBJIEHHBIX IIPaBUJI, OOECIEYEeHHs
0e30acHOCTH TEPCOHANBHBIX [IaHHBIX, HA OCHOBE MCIIONB3YeMBIX CHCTEM H
CPEICTB 3allUThl NIEPCOHAIBHBIX JaHHBIX, IPU COBEPILICHCTBOBAHUH KPUTEPHEB U
METO/I0B OLIEHKH 3()(YEKTUBHOCTH 3THX CHCTEM U CPEJICTB.

KOHTposib 3a neATenbHOCTBIO JIOOOr0 I0JIB30BATENs, KaXKAOrO CpeIcTBa
3alUTBl ¥ B OTHOILIEHUHU JIOOOro 00BEKTa 3aIlUThI JOJKEH OCYLIECTBISATHCS HA
OCHOBE IPUMEHEHHsI CPECTB ONEPATHUBHOIO KOHTPOJISI M PETUCTPALUU U JOJKEH
OXBaThIBATh KaK HECAHKIIMOHUPOBAaHHBIC, TAaK M CAHKIHOHHPOBAaHHBIE IEMCTBHS
[10JIb30BAaTENEH.

Kpome Ttoro, sddexTuBHas cucrema obecniedeHus HHOOPMALMOHHOMN
Ge3zonacHocTH TpeOyeT HaNM4YHs aJeKBaTHOW M BCeoObeMIIoNIed MH(GOPMALUK O
TEKyIIeM COCTOSHHUM TIPOLIECCOB, CBA3aHHBIX C JBW)KEHHEM HWHPOPMAaLUH U
CBE/ICHHH O COOJIOJIEHWH YCTaHOBJEHHBIX HOPMATHBHBIX TpeOOBaHMWi, a Takxke
JOTOJHUTENIBHOW WH(OpPMaLMK, HMEIOLIeil OTHOIIEHHEe K IMPUHATHIO pEeLIeHHH.
Mupopmanus jomxHa OBITH HaJEKHOMN, CBOEBPEMEHHOM, TOCTYIHON U IIPaBHIIFHO
0o OpMIIEHHOM.

Henocratku cucremsl  obecrieueHnsi WH()OPMALMOHHONW 0€30IacHOCTH,
BBISIBJICHHBIE COTPYAHMKaMH BHUOIHMOTEKH MOKHBI HEMEIJIEHHO IOBOAHUTHCS MO
CBENCHUsl PYKOBOAUTES bHONMOTEKM M OIEpaTHBHO YCTpaHATHCA. Bompocsl,



KOTOpBIE  KaXyTCs  HE3HAYUTEJIbHBIMH,  KOrJa  OTHEJbHBIE  IIPOLIECCHI
paccMaTpuBalOTCsl M30JUPOBAHHO, NPH PAaCCMOTPEHHMHM HMX HapsSay ¢ IpyTHMH
aCIeKTaMHU MOTYT yKa3aTh Ha OTpHLATENIbHbIE TEHACHINH, TPO3SIIUe MEPEPACTH B
KPYIHbIC HEJIOCTATKH, €CJIH OHU He OyyT CBOEBPEMEHHO YCTPaHEHEI.
5. MEPbBI, METO/IbI 1 CPEJICTBA OBECIIEYEHMS TPEEYEMOI'O
YPOBHA 3ALLIUTHI THOOPMAILIMOHHBIX PECYPCOB

5.1.  Mepsl obecrieueHust UHGOPMALIMOHHOMN 6€30MaCHOCTH

Bce Mepel  obGecrneueHus  6e30macHOCTH  MH()OPMALMOHHBIX — CHUCTEM
bubnuotexu noapaszaensorces Ha:
- IPaBOBBIE (3aKOHOIATEJIbHBIE);
- MOPaJIbHO-3THYECKHE;
- TEXHOJIOTUYECKHUE;
- OpraHM3alMOHHbIE (aJMHUHUCTPATHBHEIE);
- ¢pusuyeckue;
- TEXHUYECKUE (anmnapaTypHble ¥ IPOrpaMMHBIE).
5.1.1. 3akoHoaTeNbHBIE (IIPABOBEIE) MEPHI 3AIHUTEHI

K mpaBoBeIM MepaMm 3allUTBl OTHOCSTCS JEHCTBYIOIIME B CTPAHE 3aKOHEI,
yKa3pl ¥ HOPMATUBHBLIE AaKThl, pErJaMEHTUPYIOLIHEe IIpaBWJIa OOpallleHus ¢
NEepCOHANIbHBIMUA JaHHBIMH, 3aKpeIUIAIOL[Ue IpaBa M OO0S3aHHOCTH YYaCTHHKOB
MH(POPMALIMOHHBIX OTHOIICHHI B Mporiecce WX 0OpabOTKH U HCIONB30BaHUS, a
TaKXKE€ YCTAaHABJIMBAIOUIME OTBETCTBEHHOCTh 3a HApyIICHHsS OSTHX I[PaBHIL.
[IpaBoBBIE MEPHI 3aIUTEl HOCST B OCHOBHOM YIPEXIAIOIIHA, IPOPUIaKTHUYECKUI
XapakTep ¥ TpeOyIOT NMOCTOSHHON Pa3bsiCHUTEIbHOM pabOThI C IOJIB30BATENIAMU H
00CITyKMBAIOIIKUM TIepCOHATIOM HH()OPMAIIMOHHEIX CUCTEM BuOInoTexy.
5.1.2. MopanpHO-3THYECKHE MEPBI 3aIUThI

K MopanbHO-3THYECKHM MepaM OTHOCSTCS HOPMBI ITOBEIEHHS, KOTOPBIE
TPaJULIMOHHO CJIOXHWJIMCh WIHM CKJIaJbIBAIOTCS [0 Mepe paclHpoCTpaHEHHs
MH()OPMAIIMOHHBIX TEeXHOJIOTHH B Bubinoreke. DTH HOPMBI GOJBILEN YaCTHIO HE
ABJIAIOTCS 00s3aTeNIbHBIMYU, KaK 3aKOHOJATEIbHO YTBEP)KIEHHBIE HOPMATHBHBIE
aKThl, OJHAKO, MX HECOOIIO/IeHHEe MOXeT IMPUBECTH K MaJeHHUI0 aBTOPUTETA,
IpeCTHXa YeJloBeKa, IpyMibl Jul Wik bubnuoreku B 1einoM. MopallbHO-3THYECKHE
HOpPMBI OBIBAaIOT KaK HeNUcaHble, TaK M IMCaHble, TO €CThb OQGOPMIEHHEIE B
HEKOTOpBIM CBOA (yCTaB) MpaBWJI WM MpeAnucaHuil. MopabHO-3THYECKHUE MEpEHI
3alUTBl SABJIAIOTCS MPO(PUIAKTHYECKUMH W TPeOyIOT IMOCTOSHHON paboThI IO
CO3aHHIO 3JOPOBOIO MOPAJILHOTO KJIMMaTa B KOJIJIEKTHBE.
5.1.3. TexHonOrHUeCcKue Mephl 3aIIUTHI

K nanHOMy BuIy Mep 3allMThl OTHOCSATCS Pa3sHOTO pojAa TEXHOJOTMYEeCKHe
pelleHHss W IIPUEMBI, OCHOBAaHHbIE Ha UCIIOJIb30BAaHUU HEKOTOPBHIX BHJIOB
U30BITOYHOCTH (CTPYKTYpHOH, (DYHKIIHOHAIBHOM, HH()OPMALIMOHHON, BPEMEHHOM U
T.Il.) U HalpaBJIeHHble HAa YMEHbIIEHHe BO3MOKHOCTH COBEPILEHHS COTPYIHHKAMH
OMOOK U HapYLIEHUH B paMKax MpeJI0CTaBIeHHBIX UM IIPaB U MOJHOMOYHH.
5.1.4. OpraHu3alMoHHbIe (aIMUHUCTPATHBHBIE) MEPBI 3AILUTHI

OpranuzallMoHHble (aJMHHUCTPATHBHbIE) MeEpBl 3aIMUTBl - 3TO MEpPHI
OpraHU3alHOHHOTO Xapakrepa, perjiaMeHTUPYIOIIHe IPOLIECCHI



(GyHKIIMOHUPOBAHUS CUCTEMBI 00PabOTKH MEPCOHANBHBIX JAHHBIX, UCIIOJIB30BAHUE
€€ DPEeCypCoB, HAEATENBHOCTh OOCIYKHBAIOIIEro IepCOHaNa, a TaKXe IOPSI0K
B3aMMOJICHCTBUS II0JIb30BATEIEd C CHCTEMOH TakuM o0pa3oM, 4dYTOOBI B
HauOoJbLIel CTENEeHU 3aTPyIHHUTh HJIM HCKIFOYUTH BO3MOXHOCTH pEaTH3alHU
yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep IOTePh B CiIydae UX pealn3alliy.

5.2.  ®opMupoBaHHeE MTOJIUTHKU OE€30MIaCHOCTH

['naBHas Lenb aIMHUHMCTPATUBHBIX Mep, MPEANpPUHUMAEeMbIX Ha BBICIIEM
YIIPaBJIEHYECKOM YPOBHE C(OPMUPOBATH IOJUTHKY B 00JacTH obecredeHus
0€30IacHOCTH TNEpPCOHANBHBIX JaHHBIX (OTPaKAIOIIYIO IMOAXOABI K 3alllHUTe
IIEPCOHANIBHBIX JITaHHBIX) MU OOECIeYUTh €€ BBIMOJIHEHUE, BBIIENSS HEOOXOIUMbIE
pecypchl U KOHTPOJIUPYSI COCTOSIHUE JIEJ.

C nmnpakTH4yecKOM TOYKM 3peHUs TOJHMTUKY B 00JIacTH oOecredeHus
0e30macHOCTH MEePCOHANBHBIX JaHHBIX B bubnnoteke nenecoodpa3Ho pa3OHUTh Ha
nBa ypoBHA. K BepxHeMy ypOBHIO OTHOCATCS peIleHUss PYKOBOJICTBA,
3aTparuBarolue aesreabHocTs bubnuoreku B nenom. [lomuTrka BepXHEro ypoBHs
JOJDKHA YETKO OYEPTUTh c(epy BIMSHUS U OTpaHUUYEHUS MIPH ONpeeeHHH Lele
0e30macHOCTH  MEepPCOHAIbHBIX  JIaHHBIX, ONPEJeNIUTh KAaKUMH pecypcamu
(MaTepuanbHble, CTPYKTYpHbIE, OpraHM3alMOHHBIE) OHU OyAyT OOCTUTHYTHI, U
HAlTH pasyMHBI KOMIIPOMHUCC MeXAy IMpHEeMJIEMbIM YPOBHEM O€30MacHOCTH H
(YHKLIMOHAJIBHOCTBIO.

[lonuTKka HWXKHErO ypOBHS, OIpelesseT Mpouedypsl, M IpaBHia
JOCTHDKEHHUSl LieJIed M pellleHusl 3a7ad 0e30MacHOCTH IMEPCOHANbHBIX JAaHHBIX U
JeTalNu3upyeT (perjiaMeHTHpYeT) 3TH MpaBuiIa:

- KAKOBBI POJIM U OOS3aHHOCTU JIOJDKHOCTHBIX JIML, OTBEYAlOLIUe 3a IPOBEICHHUE
HOJIMTUKU O€30MaCHOCTH MepCOHANBHbBIX TaHHBIX;

- KTO UMEeT IpaBa JIOCTyNa K MEePCOHAJIbHBIM JaHHBIM, KTO U MpPH KaKUX YCJIOBHSX
MOJKET YUTaTh U MOJU(DULMPOBATH NIEPCOHATbHBIC JAHHBIE U T.1.

[TonuTrKa HUXKHErO YPOBHS JOJKHA:

- IpelycMaTpuBaTh perjiaMeHT HH(GOPMALUOHHBIX OTHOLIEHHUH, MCKIIOYAIOIIUX
BO3MOXXHOCTb  IPOM3BOJIBHBIX, MOHOIOJBHBIX WM  HECAHKIIMOHHPOBAHHBIX
NeHCTBUI B OTHOLIEHUH UH(OPMALIMOHHBIX PECYPCOB;

- OIIPENENATh KOAIUIMOHHbBIE U MepapXUYeCKUe MPUHIUIIBI U METOABI pa3ieeHus
CEKpETOB U pa3rpaHUYEHUs IOCTyIa K IEPCOHAJIbHBIM JaHHBIM;

- BEIOMpaTh MPOrpaMMHO-TEXHUYECKUe (amnmapaTHble) CpeJICTBa IPOTUBOAEHCTBUS
HCJl, ayrenTuduxanuu, aBTOpU3alWd, HUJIESHTU(GUKAIUU U APYTUX 3allUTHBIX
MEXaHU3MOB, O0ECMEeYMBAIOIINX TAapaHTUU peajli3allii IpaB U OTBETCTBEHHOCTH
CyOBEeKTOB HH(OPMAIMOHHBIX OTHOIICHUH.

5.3. PermamenTtauus 10CTyna B IOMELIEHUS

KomroneHTsl nHpOpMaIIMOHHBIX cUcTeM buOmuoTeke TOIKHBI pa3MeIaThbCs
B MOMEIICHUSAX, HaXOMSALIUXCsl 0]l OXpaHOW WM HaOJIOEHUEM, HUCKIIOYAIOIIUM
BO3MOXXHOCTb OECKOHTPOJIBHOIO MPOHUKHOBEHUSI B MIOMEILEHUSI TOCTOPOHHUX JIUL]
U obecnieunBarolIUM (U3UYECKYIO COXPAaHHOCTh HaXOISIIMXCS B ITOMELLEHUU
3alUILAaeMbIX pecypcoB (AokymMeHTOB, APM u T.n.). YOOopka TakuxX NOMELICHHH
JI0JKHA ITPOU3BOJUTECS B NIPUCYTCTBUU OTBETCTBEHHOI'O COTPYAHMKA, 3a KOTOPHIM



3AKPEILICHBI IAHHBIC KOMIIOHEHTBI, C COOJIIOICHHEM Mep, UCKIIFOYAOMUX IOCTYII
TIOCTOPOHHUX JIUL K 3aIlUIIAeMbIM HH)OPMALHOHHBIM PECYpCaM.

Bo Bpemst 00paboTku NMepcoOHANbHBIX IaHHBIX B TAKMX MOMEIIEHHIX JOKEH
TIPUCYTCTBOBATH TOJILKO MEPCOHAN, JOMYyLIEHHBII K paboTe ¢ HepCOHANTbHBIMU
JQHHBIMHM.  3alpeliaeTcss [pUeM  [oceTHTeNell B IOMENIEHHAX, KOrja
OCYILECTBIISIETCS 00pabOTKa MEPCOHANBHBIX AaHHBIX.

[lo oxoHyaHnn paGouero Hs, MOMEUIEHHS, B KOTOPBIX pa3MelarTcs
KOMIIOHEHTBI MH(pOPMALMOHHBIX CHCTeM BHOIMOTEKH, MOIKHBI 3alUpaThes Ha
KJTIOY.

B ciyyae ocHalueHus moMeleHHH cpe/IcTBAME OXPAaHHON CHIHANM3ALHH, a
TaKXKe aBTOMaTH3MPOBAHHOW CHCTEMOM IpHeMa W PErHCTPAllMH CUTHAJIOB OT DTHX
CPCACTB, INpHEM-CHaya TaKUX [OMELIEHUH II0J] OXpaHy OCYLIEeCTBIAETCS Ha
OCHOBaHHMH CIIELMAIIBHO pa3pabaThIBaeMON HHCTPYKIHMH.

5.4.  PernameHTanus IOIycKa COTPYAHHMKOB K HCIIOJb30BAHHIO UHGOPMAITHOHHBIX
pecypcoB

B pamkax paspelntensHoN cHCTeMbI (MATPHUIIBI) HOCTYIIA YCTAHABINBAETCS:
KTO, KOMY, KaKyi0 HH(OPMAIHIO U Ul KaKOTo BHAA JOCTYNA MOXKET IPeIOCTABHTE
U TIpU KaKUX YCJIOBHSIX.

Homyck monb3oBateneii k pa6ore ¢ HHGOPMAIMOHHBIMH CHCTEMAMH
bubnuorekn u noctyn Kk ee pecypcam noikeH GBITH CTPOro perjlaMeHTHPOBaH.
JIt00ble M3MeHeHHs cocTaBa W MOJHOMOYHMH IOJIB30BATENEH MOICHCTEM OJIKHEI
IPOU3BOJIUTECS YCTAHOBJICHHBIM MOPSIIKOM.

YPOBEHb MOJHOMOYHH KaI0r0 [0JIb30BATEIs ONPeeNseTcss HHAUBHAYAIbHO,
coOmoas cienyroriue TpeOOBaHUS:

- K&X/IbIH  COTPYIHHMK I0JB3YeTCS TOJNBKO MPEANHCAHHBIMA €My MpaBaMH 10
OTHOLICHHIO K IEPCOHAIBHBIM JIaHHBIM, C KOTOPBIMH eMy HeoOxoauma pabora B
COOTBETCTBUU C JOJDKHOCTHBIMH O0sI3aHHOCTAMH. Paciunmpenue mpaB mocTyna u
NPEAOCTABJICHHE NOCTyNa K JOMOJHHUTENBLHEIM HH(MOPMALMOHHBIX pecypcaM, B
00s13aTeNIbHOM  TOpSIIKe, JIOJDKHO — COTJIACOBBIBATHCSL C  OTBETCTBEHHBIMH 32
OpraHU3aMI0 00PabOTKH MEPCOHAIBHBIX JAHHbIX;

- pykoBozuTens bubnuorekn umeer npaBa Ha NPOCMOTP MH(POPMAIMH CBOHMX
IIOTYMHECHHBIX TOJBKO B YCTAaHOBJIEHHBIX IIpelejiaXx B COOTBETCTBHUH CO CBOUMU
JOJDKHOCTHBIMH O0S13aHHOCTSIMH.

Bee corpynnuku bubnuorexu 1 06ciyKUBarOIIUiA TepCOHA, TOKHEI HECTH
[IEPCOHAJIbHYIO  OTBETCTBEHHOCTh 3a HapylIeHHs YCTAHOBJIEHHOIO IIOPSIKa
00pabOTKH NepCOHANBHBIX JaHHBIX, IPABKI XPAHEHHU, HCTIONB30BAHMS U TIepejadn
HaxOIAIIMXCA B HX PACIOPSHKEHMM 3alIMIaeMbIX PeCcypcoB cucTeMbl. Kamplit
COTPYAHMK (IpH INpueMe Ha paboTy) NOJDKEH IOAIHMCHIBATE 06A3aTENHLCTBO O
COOJIFOZIEHNH M OTBETCTBEHHOCTH 3a HApyIIEHHE yCTAHOBJIEHHBIX TPeGOBaHMIA 10
COXPaHEHHIO NIEPCOHATBHBIX JaHHBIX.

O6paboTKa mNepcOHANbHBIX [JAaHHBIX B KOMIIOHEHTaX MH(OPMALHOHHBIX
cucteM bHOIHOTEKH NO/KHA NPOM3BOAUTBECS B COOTBETCTBUM C yTBEPIKACHHBIMHE
TEXHOJIOTHYECKUMH UHCTPYKIHIMH.



5.5. Pernmamenranus mpoueccoB 00CITy)KHBaHHS U OCYIIECTBIEHUS MOIUGUKALIAK
annapaTHeIX U IPOrPaMMHBIX PECYPCOB

B wmensx nopnaepxkaHus pexxuma  MH(GOPMALMOHHONM  6e30macHOCTH
annapaTHO-NporpaMMHas KOH(UIypalus aBTOMAaTH3UPOBAHHBIX pPabOYMX MeCT
COTPYOHUKOB bBHOIMOTEKH, ¢ KOTOPBIX BO3MOXEH JOCTYIl K pecypcam
MH(OPMAIIMOHHOH CHCTEMBI, JOJKHA COOTBETCTBOBATh KPYTy BO3JIOXEHHBIX Ha
JAHHBIX I10JIb30BaTeNel QYHKIIMOHAIBHBIX 00S3aHHOCTEH.

B xomnonentax HHGOPMALMOHHOM CHCTEMBI M Ha pabodux MecTax
NOJIb30BaTeIed JOJDKHBI YCTaHABIMBATHECS M HCIIOJIB30BATHCS JIMLIEH3UMOHHBIE
IIPOrpaMMHBIE CPEeJICTBA.

5.6. OObecrmeueHne U KOHTPOJIb (DU3MYECKOH LEJOCTHOCTH (HEHM3MEHHOCTH
KOH(Urypalu) anmnapaTHeIX peCypcoB

ObGopynoBanue nHOOPMALOHHONW CHCTEMBI, HCIIOJIB3yEMOE I AOCTYNa U
XpaHCHHs [1€PCOHAJbHBIX [J@HHBIX, K KOTOPOMY JOCTYIl OOCIIyKHBArOILErO
nepcoHala B IIPOLIECCE DJKCIUIyaTalMd He TpedyeTcs, Iocie HalaJo4yHbIX,
PEMOHTHBIX ¥ UHBIX pabOT, CBS3aHHBIX C JOCTYIIOM K €ro KOMIIOHEHTaM JOJKHO
3aKpBIBATHCS.

5.7. Tloxbop u MOAroTOBKA epcoHala, 00yuyeHHe IoNb30BaTeIeh

[Tonb3oBaTenu  HMHPOPMALMOHHBIX  CHCTeM bHOIHMOTEKHM, a  Takxke
PYKOBOJSIUMN M OOCIY)KUBAIOUIMK TEePCOHAN JOJDKHBI OBITH O3HAKOMIIEHBI CO
CBOMM YPOBHEM I[IOJJHOMOYMH, a TakXe OpraHH3allMOHHO-PACIOPSIUTENbHOM,
HOPMAaTUBHOM, TEXHUYECKOU u JKCIUTyaTallHOHHOM JOKYMEHTALUEH,
OIpeJeNAome TpeOOBaHUS UM HOPSIOK OOpabOTKH IMEePCOHANBHBIX JAHHBIX B
bubnuoreke.

OOGecneueHne 0€30MACHOCTH IMEPCOHANBHBIX JAHHBIX BO3MOXHO TOJBKO
ocJie BBIPaOOTKH y IOJb30BaTeseld ONpeeseHHONW KyJIbTYpbl paboThl, T.€. HOPM,
00s3aTeJIbHBIX U WCIIONHEHHUs BCEMH, KTO paboTaeT ¢ HH(GOPMalMOHHBEIMU
pecypcamu bubnuorexku. K TakuM HOpMaM MOYXHO OTHECTH 3allpellieHHe JIIOOBIX
YMBILUIEHHBIX WM HEYMBILUIEHHBIX JAEHCTBHH, KOTOpble HApyLIAalOT HOPMAaJIbHYIO
paboTy KOMIIOHEHTOB HWH()OPMAIHOHHBIX CHCTEM DBHOJIMOTEKH, BBI3BIBAIOT
JOTIOJIHUTENILHBIE  3aTpaThl PECYpCOB, HApYyLIAIOT LEJIOCTHOCTh XPaHUMOH H
obpabaTbIBaeMOM MH(OpMAaIHK, HAPYLIAIOT WHTEPECHl 3aKOHHBIX I10JIb30BaTeNIeH,
BJIaZIeJIbIIEB MJIM COOCTBEHHUKOB.

Bce nmonp3oBarenu MHGOPMAIMOHHBIX CHCTEM BUOIHOTEKH HOKHBI OBITH
O3HAaKOMJIEHBl ~C  OpPraHU3allMOHHO-PACIOPSIUTEIBHBIMA  JOKYMEHTaMH  TI0
obecrieueHUIO0 0E30MaCHOCTH IMEePCOHAIBHBIX MAaHHBIX BHOIHMOTEKH, B 4acTH, HX
Kacarollencs, JOJDKHBI 3HaTh U HEYKOCHUTEJIBHO BBIMTOJIHATh MHCTPYKIIMKA U 3HATh
obue O0O0s3aHHOCTH 1O 00ecreYeHnI0 0e30MaCHOCTH INEPCOHANBHBIX JIaHHBIX.
JloBenenre TpeOOBaHUM yKa3aHHBIX JOKYMEHTOB JO JIMIl, JOMYyIIEHHBIX K
00paboTKe 3alMIaeMbIX NMEePCOHATBHBIX TaHHBIX, JHOJDKHO OCYIIECTBIIATHCS IO
POCHKC.

5.8. OTBETCTBEHHOCTh 32 HAapyIIEHUS YCTAHOBJIIEHHOTO IOPSAKA IOJB30BAHHUS
pecypcamu MH(GOPMAIIMOHHBIX cucTeM bubanoreku



Mepa 0TBETCTBEHHOCTH NepcoHalia 3a AeHCTBHUs, COBEPLIEHHEIE B HAPYIICHHE
YCTAHOBJICHHBIX MpaBuil obecreueHust Oe30macHOM paGoTBl ¢ IEepPCOHANBHBIMU
JaHHBIMH, JOJKHA ONPENeIISIThCS HAaHECEHHBIM YIIepOOM, HAJIMYHEM 3JI0r0 yMbIC/Ia
¥ IPYTUMH (paKTOpaMu 110 yCMOTPEHHUIO PyKOBOICTBA BUGIHOTEKH.

Jlist peanmsanuy MPUHLMIA NEPCOHAIBHONW OTBETCTBEHHOCTH IOIb30BaTENeil
3a CBOU JEMCTBUS HEOOXOIUMBI:

- UHAMBUlyallbHass WAEHTU(QHUKALUs MOJNb30BaTeNed ¥ HHUIUMPOBAHHBIX HMMHU
IIPOLIECCOB, T.€. YCTaHOBJEeHHE 3a HMMHU HiaeHTU(dukaropa (login, Username), Ha
0aze KOTOpPOro GyJeT OCYLIECTBISITECS pa3rpaHUYEHHE JOCTYa B COOTBETCTBHH C
IPUHLAIIOM 00OCHOBAaHHOCTH JIOCTYIIA,;

- IpOBEpKa MOUIMHHOCTH II0JIb30BaTeNel (ayTeHTU(HKALINS) HAa OCHOBE MapoJIel;

- peakuusi Ha IONBITKM  HECAaHKLUHUOHUPOBAHHOIO JOCTyHa (CHIHaIW3alys,
OJIOKUpOBKA U T.1I.).

5.9. Cpeacrsa obecriedeHus 0€30MaCHOCTH IEPCOHANBHBIX JaHHBIX

Hns  obecneyeHus — WHpOpMaLUUOHHOW  Ge3omacHOCTH  BuOIHOTEKH

HCIIOJIB3YIOTCS CIEAYIOIINe CPeCTBA 3aIUTHL:

- (huznueckue cpeCcTBa;

- TEXHUYECKHUE CPEeJICTBa,

- CpeJICTBA UACHTU(UKALIMY U ay TeHTH(HUKALUH [10JIb30BaTelIel;

- CpelCTBa pa3rpaHUYCHHUs JOCTYIIa;

- CpeJicTBa 00eCieYeHUsl U KOHTPOJIS [eJIOCTHOCTH;

- CpeJICTBa ONEPATUBHOIO KOHTPOJISI U PErUCTPAIlMH COOBITHI 6€30MacHOCTH.

CpencTtBa  3allMTBl  JOJDKHBI — NPUMEHSATBCS KO  BCEM  pecypcam
MH(OpPMALMOHHBIXCUCTeM JlemapTaMeHTa, HE3aBUCHMO OT HMX BHAa U (POPMBI
IpeJcTaBIeHus] HH()OpPMAIIUU B HUX.

5.9.1. dusnyeckue cpeacTBa 3aIUTHI

@Quspyeckue Mepbl 3alllUThl OCHOBaHBI Ha IPUMEHEHHH pa3HOro poja
MEXaHWYECKHX, OJIEKTPOHHBIX WM 3JIEKTPOHHO-MEXaHUYECKUX YCTPOHCTB U
COOpPYXKEHHH, CNEUMaNbHO IPEHA3HAYEHHBIX JUIS  CO3JaHUS  (U3MYECKHX
IPEMSITCTBUM Ha BO3MOXHBIX IYTSAX NPOHUKHOBEHHS W JOCTyIa IOTEHIHAIBHBIX
HapyIIUTENEeH K KOMIIOHEHTaM CHUCTEMbI U 3allUIIaeMbIM IEPCOHAIBHBIM JTaHHBIM, a
TaK)K€ TEXHUYECKUX CPEICTB BHU3yaJIbHOTO HAONIOAEHHUS, CBSI3W W OXPaHHOMU
CUTHAJIU3ALIHH.

s obecrieyeHus buznyeckoii Oe3omacHoOCTH KOMIIOHEHTOB
MH(QOPMALMOHHBIX  cucTeM bHONIHOTEKH HEOOXOMUMO  OCYIIECTBISATH  PSJI
OpraHM3alMOHHBIX M TEXHUYECKUX MEpPOINpPHUSITHH, BKJIIOYAIOIUX: IPOBEPKY
000opyaOBaHUs, MIpeIHA3HAYEHHOTO JJIsl 00pabOTKH MMEPCOHATBHBIX JaHHBIX, Ha:

- HaJIM4YUe CIelIMaIbHO BHEPEHHBIX 3aKJIaIHBIX YCTPOMHCTB,

- BBEICHHE  JONOJHUTEIbHBIX OrpaHUYEHUH 1O JOCTYIy B  IOMEIICHHS,
IpeHa3HauYeHHbIE U1 XpaHeHUs] 1 00pabOTKH NePCOHATBHBIX JaHHBIX;

- o0opyoBaHHEe cHUCTEeM HH(GOpMATU3alMH YCTPOWCTBAMH 3alllMThl OT COOeB
3JIEKTPOINIUTAHUS U [IOMEX B JIMHHUSIX CBS3H.

5.9.2. TexHuueckue cpeCcTBa 3alUThI



Texnuueckue (anmapaTHO-IPOrpaMMHBIE) Mephl 3allUTHl OCHOBaHHI Ha
MCIIOJIb30BAaHUH PA3IMYHBIX 3JIEKTPOHHBIX YCTPONCTB M CIEHHATBHBIX IPOrPaMM M
BBINOJHSIOIIMX  (CaMOCTOATENEHO MM B KOMIUIEKCE C JAPYTMMH CPENCTBaMH)
QyHKUMM  3aI0UTHl  (MACHTHOUKALUIO U ayTeHTU(PUKALUIO  I0JIb30BaTellel,
pasrpaHUYeHUe JOCTyNa K pecypcaM, PEerucTpaluio COOBITHH, KpUNTOrpahHuecKoe
3aKpbITUE UHGOPMALIMH H T.1.).

C yueroM Bcex TpeOOBaHUI W NPUHLMUIIOB OOECIeYeHHs] Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX 10 BCEM HalpaBIIEHUSM 3alllUThl B COCTAB CUCTEMBI 3aL[UThI
JOJDKHBI OBITh BKIIFOUEHBI CIIe/TyOLHE CPEICTBA:

- CPeJICTBA pa3srpaHUUEHUs JOCTYIIA K JaHHEIM;

- CPelICTBA PETUCTPallid JOCTyIlla K KOMIIOHEHTaM HMH(OPMALMOHHONW CHCTEMBEI U
KOHTPOJISA 332 UCIIOJIb30BaHUEM HH(OPMAIIHH;

- CpeCTBa pearupoBaHys Ha HAPYIIEHUs peXruMa HHPOPMALIMOHHOM 0€3011aCHOCTH.

Ha Ttexnuueckue cpencTBa 3alluThl BO3JIAraercsi pELIEHHE ClIEMyIOIIUX
OCHOBHBIX 33/1a4:

- IeHTHUKaAlMI U ayTeHTH(UKALHUS I10JIb30BaTeell NpPU IIOMOINM HMMEH I
CrelMaNIbHBIX anmaparHelxX cpeacTB (Advantor, TouchMemory, SmartCard u T.11.);

- periaMeHTalys M YIpaBJIE€HUE JOCTYIIOM IIOJIb30BaTeie B IIOMEIIEHHS, K
(U3UYIECKUM U JIOTHYECKUM yCTPOMCTBAM;

- 3alldTa OT IIPOHUKHOBEHHUS KOMIIBIOTEPHBIX BHPYCOB H pPa3pyIIUTEIHHOIO
BO3/ECICTBUS BPEOHOCHBIX MTPOrpaMM;

- PETUCTpaLus BCEX JEUCTBUH MOJB30BaTeNlsl B 3AIUMIICHHOM JKypHalle, HaJu4ue
HECKOJIbKUX YPOBHEW PerucTpaluu;

- 3alllMTa JAHHBIX CHUCTEMBbl 3allUThl Ha (ailJlIoBOM cepBepe OT JOCTyIa
[0JIb30BarTejied, B 4YbU JOJ/DKHOCTHBIE OOS3aHHOCTH HE BXOIUT paboTa ¢
UHGOpMaILIUK, HAXOISAIIEHCs Ha HEM.

5.9.3. CpencrBa uAeHTUGUKALNN U ayTEeHTU(DHUKAIIMH 10JIb30BaTeei

B nensax mpenorspaiieHust paboTel ¢ pecypcaMd MHPOPMALMOHHBIX CHCTEM
JlemapraMeHTa IIOCTOPOHHUX JIMI[ HEOOXOJUMO OOEeCIeYUTh BO3MOXHOCTH
pacrno3HaBaHusl KaXXOro JIErajbHOr0 MOJb30BaTessl (WM TPYII IOJib30BaTesel).
Jns  upeHTUUKAUMUM  MOTYT TIPUMEHSTBCS  PasMdHOro poja yCTPOMCTBA:
MarHMTHbIE KApTOUKH, KIIFOUH, KJIIOUeBble BCTABKH, TUCKETHI U T.II.

Aytentudukanus (MOATBEPXKIEHHE TMOMIMHHOCTH) IIOJb30BaTeNlel TaKKe
MOJKET OCYIIECTBIISTHCS:

- IIyTeM NPOBEPKU HAJIMYUS Y M0JIb30BaTeNlell KaKuX-JIM0O CrelMalibHbIX YCTPOMCTB
(MarHUTHBIX KapTOUeK, KIIIOYEH, KIIFOYEBBbIX BCTABOK M T.JI.);

- IIyTeM NPOBEPKH 3HAHUSI UMH TapoJiei;

- IIyTeM IPOBEPKH YHUKAJIbHBIX (DU3MUECKHX XapaKTepUCTHK WU MapamMeTpoB CaMHX
I10JIb30BaTeJIeN IIPYU MIOMOIIU CIIeLUAIbHBIX OMOMETPUYECKHUX YCTPOMCTB.

5.9.4. CpencrBa pazrpaHUyeHUs JTOCTYIIa

30HBI OTBETCTBEHHOCTH U 331a4ll KOHKPETHBIX TEXHHYECKUX CPEJICTB 3aIUTHI
YCTaHABIMBAIOTCS  UCXOAsl W3 HUX BO3MOXXHOCTEM MW  OKCIUTyaTallMOHHBIX
XapaKTEepPUCTHK, OIIMCAHHBIX B JOKYMEHTAllUH Ha IaHHbIE CPECTBA.



Texundyeckue cpeicTBa pasrpaHHYeHHs AOCTYNA MOJKHBI 10 BO3MOXKHOCTH

OBITh COCTABHOM YaCTBIO eMHOI CHCTEMBI KOHTPOJIS AOCTYIIA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

- B OTZEJIbHbIE TTOMEIIIECHMS;

- K KOMIIOHEHTaM MH()OPMALOHHOM cpejibl BUOIMOTEKH U BIIeMEHTaM CHCTEMBI
3aIUTh] IEPCOHANBHBIX NaHHBIX ((HU3NYECKHM JOCTYI);

- K MHQOPMALIMOHHBIM PecypcaM (IOKYMEeHTaM, HOCHTENAM HH(pOpMaruy, (aiinam,
HabopaM JJaHHBIX, apXHBaM, CIIPABKaM U T.11.);

- K aKTHMBHBIM pecypcaM (NPUKJIafHbIM IporpaMMam, 3a1a4aM | T.I1.);

- K ONEpallMOHHON CHCTEME, CHCTEMHBIM IIPOrPaMMaM U [TPOrpaMMaM 3aliyThL.

5.9.5. Cpencrsa obecriedyeHnst U KOHTPOJIS LIEIOCTHOCTH

CpencrBa obecriedeHns LEIOCTHOCTH BKJIIOYAIOT B CBOH COCT4B CPELCTBa
PEe3€pPBHOTO  KONMMPOBAHMS, MPOrPaMMbl aHTUBHPYCHOM 3alllMTHI, IPOrPaMMEbI
BOCCTaHOBJICHHS LIEJIOCTHOCTH ONEPallMOHHON cpeibl U 6a3 JaHHBIX.

CpencTBa KOHTpOIIS LETOCTHOCTH WH(GOPMALMOHHBIX PECYPCOB CHCTEMBI
NpeHa3Ha4YeHbl JJIi CBOEBPEMEHHOI0 0OOHapy>KeHUSI MOIU(DUKALUY WA UCKAXKEHHUS
pecypcoB CUCTEMBI. Onu NIO3BOJISIOT o0ecIieuuTh NPaBUIBHOCTD
OYHKUMOHMPOBAHUS ~ CHCTEMBI  3alUMTBI M IEJOCTHOCTh  XPaHUMOH U
obpabaTbIBaeMOit HH(POPMAIHH.

Konrpone nenoctHoctd uHGOpPMAUWM M CPeACTB 3alUTHL, C  LEJBIO
obecrieueHUss ~ HEM3MEHHOCTH  MH(MOPMAIMOHHOM  Cpe;bl,  OIpeelIseMoil
NpEeNyCMOTPEHHOH TeXHOJOTHeH 00paboTKM, U 3alUUTBl OT HECAHKLMOHMPOBAaHHOM
MOAM(GUKAHMY TIEPCOHANBHBIX TAHHBIX JOJKEH 00eCIIeYHBAThCS:

- CPEACTBaMU pasrpaHUYeHHs JOCTyna (B OMELICHHs, K JOKyMEHTaM, K HOCUTENSIM
MH(OPMAIMH, K CepBepaM, JJOTHYECKUM YCTPOHCTBAM H T.IL.);

- CpeACTBaMHU JIEKTPOHHOM MO ITUCH;

- CPEACTBAMHU IOJCYETa KOHTPOJBHBIX CyMM (Ui MCHOJB3YEMOIO IPOrPaMMHOIO
obecrieueHus1).

5.9.6. Cpencrtaa onepaTHBHOIO KOHTPOJIsSl M PETUCTPALIMU COOBITHIT 6€30IIacHOCTH

CpenctBa 0OBEKTMBHOIO KOHTpPOJISL JOJDKHBI OO€CHEYMBaTh OOHApYKEHHE U
perucTpanuio Bcex COOBITHH (AeHcTBuil moab3oBaTeneid, monbitok HCJl u T.1m.),
KOTOpbl€ MOTYT IMOBJI€Yb 3a COOOH HapylleHHe Oe30HMacCHOCTH W IPUBECTH K
BO3HUKHOBEHHMIO  KPU3UCHBIX  CUTyaluH. AHamu3 coOpaHHOH  cpeicTBaMu
peructpauui HHGOPMALMH MO3BOJISIET BBISBUTH (DaKThl COBEPLICHHUs HAapYLIEHUH, X
XapakTep, NOJcKa3aTh METO/] €ro PacclelOBaHUs U CIOCOOBI MOMCKA HAPYLIMTENS U
ucnpapieHuss  cutyauud. CpeacTBa  KOHTPOJIE M PETHUCTPALdM  JOJIKHEI
[PENOCTABIISTH BO3MOYKHOCTH:

- BEICHUSI U aHajM3a JKypHaJIOB PErUCTpalluyd COOBITHH 6e30MacHOCTH (CHCTEMHEIX
)KYpHAaJIOB);

- IOJly4eHUs]  TBEPIOM Komuu (IedaTd) IKypHajla pEerucTpaludd  COOBITHH
0e30MacHOCTH;

- YIOpSIZIOYEHHUsT JKYPHAJIOB, a Tak)Xe YCTaHOBJICHHS OIpPaHMYEHHH Ha CpPOK HX
XpaHeHHS;



- OIIEPaTUBHOI'O  OTNOBEILICHHS OTBETCTBEHHOIO 3a OpraHu3aluio 00paboTKH
IePCOHAIbHBIX JAaHHBIX O HAPYIIEHHUSX.

[Ipu peructpanmu coObITHI 0€30IIaCHOCTH B XKypHaIEe JOJDKHA (PUKCHPOBATHCS
cienyromasi HGopMarIus:
- JlaTa ¥ BpeMsi COOBITHS;
- uIeHTHQUKATOp  CyOBEKTa,  OCYIUECTBIISAIOLIErO  PErHMCTPUPYEMOE
JICUCTBHUE;
- IelcTBUE (TUI AOCTYIIA).
5.10. KoHTposab 3¢ (HeKTUBHOCTH CHCTEMBI 3alUThI

KonTposb 3 heKTHBHOCTH 3aIUThI TIEPCOHABHBIX JAHHBIX OCYIIECTBIISIETCS C
LEJIBI0 CBOEBPEMEHHOI'O BBISBICHUS U NPEJOTBPAILCHUS] YTEYKH IMEePCOHATBHBIX
JaHHBIX 33 CYET HECAHKUMOHUPOBAHHOIO JOCTyNa, a TakXke MpeaynpexIeHus
BO3MOXHBIX  CIIELIMAJIGHBIX ~ BO3JEHCTBUN, HANpaBIeHHBIX Ha YHHYTOXKEHHE
NEPCOHANIbHBIX JaHHBIX, paspylleHue CpeACcTB UH(opMaTuzauuu. KoHTposb Moxer
IPOBOAMTHLCS IIPUBJIEKAEMBIMU JJIi 3TOW 1EJId OpraHU3alUdsIMH, HMEIOIIUMU
JIMUEH3HIO Ha 3TOT BUJI IEATEJIbHOCTH.

Onenka 3¢ eKTUBHOCTH Mep 3alIUThl MEPCOHATBHBIX JaHHBIX IPOBOIMTCS C
HCIIOJB30BAHUEM TEXHUYECKUX U IMPOTPAMMHBIX CpPEJICTB KOHTPOJS Ha MpeaMer
COOTBETCTBHUS YCTAHOBJICHHBIM TPEOOBAHUSIM.



